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1
Decision/action requested

SA3 is kindly asked to approve the proposed requirements for Key Issue #2 in TR 33.896.
2
References

[1]
TR 33.896:
Study of Security Aspects on User Consent for 3GPP Services Phase 2
3
Rationale

A new key issue on user consent for NTN was discussed at SA3#107adhoc-e and approved as the Key Issue #2 in TR 33.896 [1]. However, the potential security requirements were not agreed yet with two editor’s notes captured in Section 5.2.3 of TR 33.896 [1].

The first Editor’s Note states “whether access to NTN service implies consent to NTN requesting location is ffs”. According to RAN2, UE location is needed by the NTN-RAN for multiple purposes, one of which is for the NTN-RAN to select the correct AMF for the UE. Based on the discussion between RAN2 and SA2, the potential solution was that the NTN-RAN could randomly select a AMF without obtaining the UE location during initial registration procedure. Then the randomly selected AMF will have to initiate the location service (eLCS) for obtaining UE location after registration, so that the randomly selected AMF is able to inform the NTN-RAN of the UE location. 

Based on the background above, it could be confirmed that access to NTN service could not imply user consent to NTN-RAN requesting location. 

For reselecting a correct AMF, it is possible that the UE location can be sent by the randomly selected AMF to the NTN-RAN rather than being sent by the UE itself. However, sending UE location from the AMF to the NTN-RAN was not agreed by SA2, which entails the requirement for the UE to send its location to NTN-RAN. In addition, other radio related process also requires the NTN-RAN to get UE location. 
This pCR intends to resolve the Editor’s Notes with the proposed requirements.
4
Detailed proposal

*************** Start of the Change ****************
5.2
Key Issue #2: User consent for NTN

5.2.1
Key issue details

NTN features are specified in clause 5.4.11 of 3GPP TS 23.501 [4] and clause 16.14 of 3GPP TS 38.300 [5]. In such features, the NG-RAN in NTN may require UE’s location information for selecting the AMF.

The way it works now is that after AS security is activated, the NG-RAN in NTN can request the UE to report its accurate location or coarse location. However, both types of location reports may require user consent depending on local regulations.

This key issue is intended to study whether there is any need to enhance the current user consent framework specified in Annex V in 3GPP TS 33.501 [3].

5.2.2
Security threats

If the NG-RAN in NTN is not aware of user consent status, then the NG-RAN in NTN may collect user’s location information without consent which could lead to a compromise of the user privacy. 

If the NG-RAN in NTN is not aware that user consent for NTN use case has been revoked, then the NG-RAN in NTN may continue to collect user’s location information which could lead to a compromise of user privacy.
5.2.3
Potential security requirements




The 5GS shall provide the means for the NG-RAN in NTN to be informed of user consent status before requesting UE location.
The 5GS shall provide the means for the NG-RAN in NTN to be informed of revocation status of the user consent before requesting UE location.
*************** End of the Change ****************


